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Purpose of the policy
NEYEDC acknowledges that Centre users and clients lodge data in the expectation that the data is both physically and administratively secure. NEYEDC is not a time limited project, and it is the intention of the Trustees of the Yorkshire and Humber Ecological Data Trust to operate the Centre indefinitely. It must be acknowledged, however, that regardless of intentions, the Centre is subject to the availability of appropriate funding, and its existence cannot be guaranteed in perpetuity. The purpose of this document is to outline the Centres policy on data safety and related issues, including the steps that would be taken if the Centre was forced to cease operations.
Policy Statements (Policy statements are emboldened)
1.
NEYEDC will take all reasonable measures to ensure the physical security of the data which it holds. These will include, but will not necessarily be limited to the following measures: -

· NEYEDC will create and maintain a catalogue of the data it holds, which will act as an index of resources and of individual data records to aid in their location and dissemination.
· NEYEDC will maintain a clear audit trail for the data which it holds, allowing all data to be traced back to the individual data copyright holder, data collator or data custodian from which it was received. The personal information necessary to achieve this will be managed according to the Data Protection Act 1998. Details of the Centre’s compliance with the act are described in the NEYEDC Data Access Policy and in the NEYEDC Privacy Policy, both of which are available from the Centre upon request. Personal data will not be passed on to third parties without their consent, except where these details (i.e. names) form part of a biological record and consent has been obtained through a formal data exchange agreement for the information to be disseminated in this context.
· NEYEDC will make both daily and monthly tape back-ups of the electronic data which it holds. Each week, a tape from the previous week will be removed from site for safe storage, which will replace the previous weeks “off-site back-up”. The procedure will be supported by a strict regime of equipment maintenance and cleaning. The processes will be monitored through a tracking sheet, which identifies who made the back-up and the identification code of the tape used. These tracking sheets will be archived at the Centre for a minimum of seven years. 
· NEYEDC will archive the original copies of all data received or where this is either not possible or inappropriate, create version-controlled copies of the data in the format that it was originally received, or in electronic format where this is more appropriate or cost effective. It is the policy of the Centre to maintain this archive in perpetuity.
2.
NEYEDC will take all reasonable measures to prevent the unauthorised access to, duplication of, or distribution of data whilst it is in the possession of the Centre.
· NEYEDC is securely housed within St. William’s College York, a property owned by the Dean and Chapter of York Minster. The building is accessed through doors which have coded security locks, is covered by an alarm system and is secured and patrolled by the Minster Police Force.
· NEYEDC has a service level agreement with Aarland Ltd, an IT consultancy and services company. Under this agreement, Aarland Ltd manages the security of NEYEDC computer systems and servers. 

3.
NEYEDC will take all reasonable measures to ensure continuity of service.

· NEYEDC has a service level agreement with Aarland Ltd, an IT consultancy and services company. Under this agreement NEYEDC system configurations are backed-up offsite, to enable services to be restored within 48 hours following a catastrophic equipment or software failure. Any such incident will be resolved quickly enough to allow normal operations to be restored within 5 working days.

4.
In the event that the North and East Yorkshire Ecological Data Centre is unable to continue to operate, the disposal of the Centre’s assets will be determined by the trustees of the Yorkshire and Humber Ecological Data Trust (YHEDT) [Charity Number 107599], in accordance with the Deeds of Trust of that charity. It is the policy of YHEDT to take all reasonable measures to ensure the survival of the records collated by NEYEDC and where possible to enable another appropriate organisation to continue to provide the services, currently offered by NEYEDC. The YHEDT acknowledge that this would only be possible with the consent of data donors. To this end, in the event of NEYEDC being unable to continue to function, the Centre would be instructed by the Trustees to undertake measures to include, but not necessarily limited to, the following: -
· Contact all data donors and inform them of the Centre’s intention to cease operations and giving a schedule under which this process would occur.
· Offer to return upon request any original data held in archive by NEYEDC as well as a copy of any data in electronic format for which the Centre acts as data custodian under a formal data exchange agreement.
· Produce an archive of the Centres electronic databases, which will be lodged with the national Biological Record Centre (BRC) at the Centre for Ecology and Hydrology (CEH). The lodging of this archive is covered by a memorandum of understanding between the two organisations. The memorandum in no way conveys on the BRC custodianship of the data.
